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Abstract

What would happen today if we would instantly add a very large
amount of renewables to the electricity mix? First, many distribution
grids would face power quality problems such as over- and under-
voltages and excessive line-currents. Second, the existing reserve
mechanisms that are required to maintain power balance at all times
would not be able to cope with the high variability and uncertainty of
renewables. These problems can be solved if we are able to control
the huge number of electrical resources that are located in
distribution grids, which poses a number of new challenges in terms
of scalability and reliability. In this talk we discuss these challenges
and how they can be addressed by innovative information
technology solutions, which involve in particular a scalable and
composable framework (Commelec) for the development of real-
time control agents.
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We can solve do better with real-time control of
electrical distribution grids with storage and
demand-response

Goals of control:
- Optimal use of local resources

- Distribution grid supports main grid

- Local solution of quality of service issues

- |Islanded operation on demand



Explicit control of power flows
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- alternative to droop control

- instruct battery, heat pump, EV charging...
- manages quality of service in grid
- respond to main grid’s signals



Challenges for explicit control of power flows
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- Off—“tkhé—'sﬁélf commodity hardware
- Reliability, Quality of code

Addressed by the Commelec framework for real-
time control of electrical grids
[Bernstein et al 2015, Reyes et al 2015]



Commelec design principle #1: distribution of

control by simp

e advertisement/setpoint protocol
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Every 100 msec

- Central controller (Grid Agent) issues power setpoints

- Local controllers (Resource Agents) advertise state and

constraints



Commelec design principle #2: resource
independence
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Advertisements contain only the following abstract,
universal objects:

- PQ profile, Virtual Cost and Belief Function



PQ profile = capability set in (P, Q) plane
Examples of PQ profiles
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Virtual cost act as proxy for resource state

—

| cando P, Q
It costs you (virtually) C(P, Q)

Battery used for regulation:

If state of charge is 0.7,
> | am willing to inject power

If state of charge is 0.3,
| am interested in consuming power
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Belief function captures uncertainty set

Say grid agent requests setpoint (Pget , Qser) from a
resource; actual setpoint (P, Q) will, in general,
differ.

: : S P, (#)
Belief function BF(.,.) N g
exported by resource agent N | | BF(w)
guarantees that oA BB
(P, Q) € BF (Pset, Uset) Prediction \/ )05

Belief Function
for a PV resource

Essential for safe operation
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Grid Agent computes setpoints

- PCe
for resource agents based on o | o, i
. . P
e Electrical state estimation el Co,,w,aﬁ %f‘o,““
e Advertisements received o o pvasd | 1%

e Request from main grid Q
BATTERY @

Grid Agent minimizes

J(x) = z

Cost of power flow at point
of common connection

[  Virtual cost of the Penalty function of grid electrical state Z
resources (e.g., voltages close to 1 p.u.,
line currents below the ampacity)

Grid Agent does not see the details of resources;
Problem solved by grid agent is always the same
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Grid agent’s main job involves

- Testing whether a given collection of power
setpoints is feasible, given uncertainties of belief
functions and given the characteristics of the
grid

- This is known as a robust load flow

We have developed a very fast innovative method
adapted to distribution networks (linear
complexity, sub ms run time) [Wang et al. 2016]
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Commelec design principle #3: composability
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- an entire sub-grid can be abstracted as a single
resource



Aggregation example
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Commelec grid integrates all resources to keep
microgrid safe

Traditional
control
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Commelec grid provides frequency support to main
grid

. Network Frequency (Frequency Support)
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Commelec microgrid is dispatchable

Active Powers
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EPFL Microgrid running Commelec
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Reliability

- Use the BIP framework

- A single code for all grids

- Network Reliability by iPRP

- Tolerance to delay faults by Axo
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for multicast
- Timing Attacks:
Time Sync is used everywhere in smartgrid
Phasor Measurement Units: require < usec
(GPS- PTP)
Other sensors / actuators require = 1 msec
(NTP- PTP)
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Conclusion

- Real time control of power flows will enable
integration of large amounts of renewables

- |T Challenges are similar to those of autonomous
vehicles

25



References

e http://smartgrid.epfl.ch

e [Bernstein et al 2015, Reyes et al 2015] A. Bernstein, L. Reyes-Chamorro, J.-Y. Le Boudec and
M. Paolone, “A Composable Method for Real-Time Control of Active Distribution Networks
with Explicit Power Setpoints, Part | and Part Il”, in Electric Power Systems Research, vol. 125,
num. August, p. 254-280, 2015.

e [Bernstein et al, 2015 Islanding], ] A. Bernstein L. E. Reyes Chamorro, J.-Y. Le Boudec and M.
Paolone. "Real-Time Control of Microgrids with Explicit Power Setpoints: Unintentional
Islanding”. 2015 IEEE PES PowerTech, Eindhoven, Netherlands, 2015.

e [Pignati et al 2015] M. Pignati et al ,“Real-Time State Estimation of the EPFL-Campus Medium-
Voltage Grid by Using PMUs”, Innovative Smart Grid Technologies (ISGT2015)

e [Wang et al. 2016] Explicit Conditions on Existence and Uniqueness of Load-Flow Solutions in
Distribution Networks, C. Wang, A. Bernstein, J.-Y. Le Boudec and M. Paolone, IEEE
Transactions on Smart Grid, to appear

e [Popovic et al 2016] M. Popovic, M. M. Maaz, D.-C. Tomozei and J.-Y. Le Boudec. iPRP - the
Parallel Redundancy Protocol for IP Networks: Protocol Design and Operation, IEEE
Transactions on Industrial Informatics, 2016.

e [Maaz et al] M. M. Maaz, W. Saab, S. Bliudze and J.-Y. Le Boudec. Axo: Masking Delay Faults in
Real-Time Control Systems. The 42nd Annual Conference of IEEE Industrial Electronics
Society, Florence, Italy, 2016.

e [Barreto et al 2016] S. Barreto Andrade, A. Suresh and J.-Y. Le Boudec. Cyber-attack on
Packet-Based Time Synchronization Protocols: the Undetectable Delay Box. 2016 IEEE
International Instrumentation and Measurement Technology Conference, Taipei, Taiwan,
2016.

26



